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Data & information
have their own
“supply chains”




Disruption

Corruption

Counterfeiting

Bottlenecks
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How We Think About Supply Chains
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Supply Chains are Intertwined Systems

y L g

Ethanol K
Crude Oil Production Corn Farms
Corn Feed
i b duct
Gasoline & Some Other Products  PYProduct
Diesel « Jet Fuel
« Asphalt, Heating Oil
Needed to move Wastewater «  Petrochemicals
everything else Treatment Plants Products made from petrochemicals include: plastics, pesticides & fertilizers,
(COZ Byproduct) soaps and detergents, solvents, drugs, explosives, synthetic fibers and rubbers,
paints, epoxy resins, and flooring and insulating materials.
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Within a Cloud of Social, Economic, Regulatory, ... Pressures

Ethanol \
Production
¥

Corn Feed

Gasoline & (byproduct)

Diesel

Wastewater

Treatment Plants
(CO2 Byproduct)
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Information Supply Chain
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“More major intelligence failures have been caused by

failures of analysis than by failures of intelligence collection.”
- Richards J. Heuer, Jr., author of Psychology of Intelligence Analysis

“Bias is a leading factor resulting in

errors in intelligence analysis.”
- Rebeka Melber, in Errors in Intelligence Analysis (masters thesis)
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Hidden Influencers & Assumptions
What lies beneath the visible




Different Definitions

(or how experts interpret things)

Water Systems Boil Water
Down Notices

0 /

Source: California OES Business Operations
~ Center October 2017 Wildfires Brief 10/13/17
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Question & Answer

Orientation Mismatch Co e R

Are the fuel distribution challenges from
Hurricane Sandy similar to what we will -

face post earthquake? (thinking about the
infrastructure: refinery to consumer)

Yes — there would be similar fuel

distribution challenges. (referring to the last
mile distribution: end terminal to gas station)
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All narratives are influenced by
their source material

“Mudslides could occur along with
debris flows, especially in areas
impacted by wildfires like the Creek
and the Ferguson Fires in California,
which has large burn areas”

October 2021 Bomb Cyclone Intel Report from 3 Party
Under Considerations for Resilience Practitioners
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Analysis Flaws

Recognizing biases and knowing the fundamentals




Hardening Planes in WWII

Survivorship Bias
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Not Knowing the Basics

In California National Weather
Service forecasters will determine
when weather conditions are
critical, based on the following
criteria: ...
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Correlation
Does Not Imply
Causation
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Our Definitions Can
Create Blind Spots

Example: Biological hazard — a biological
agent or biologically active substance —
excluding toxic chemical substances that
are considered solely as chemical
weapons agents, regardless of origin (e.g.,
naturally occurring or bioengineered) —
that represents an actual or potential
danger to humans, animals, plants, or the
environment.

Source: National Biodefense Strategy and Implementation Plan, 2022
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“"Tech” Glitches

Learning What Can Trigger False Readings
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Latest observed value: 40.81 ft at 7:30 AM
PST24-Nov-2019. Flood Stage is 11 ft
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Current
Sunday, Oc

Current Conditions

: Air Quality Index (AQI)
{ observed at 17:00 PDT

Vs '
San Francisco¥) B4 ' nllnhealthy

Health Message: The following groups should avoid all physical
outdoors: People with heart or lung disease, Children and older
adults. Everyone else should avoid prolonged or heavy exertion.
Note: Values above 500 are considered Beyond the AQL Follow recommendations for
the Hazardous category. Additional information on reducing exposure to extremely
high levels of particle pollution is available here.
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Numbers into Context

Understanding their limitations & constraints
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Numbers Need Context

77 cell towers offline

Now comes the questions:
What does this mean for capacity?

Source: This number is from the Current Situation Report California Fires — Multiple Counties, CA — 11
Oct 17 (Update 02), National Protection and Programs Directorate, Office of Infrastructure Protection
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Seeing the Context

Anscombe’s Quartet a
shows that only looking at .- S
numbers can mask X "

a lot of variations

These graphs have essentially the same = s- S e
mean of x and y, sample variances of x and ° o g
y, and correlations, and linear regressions. . .
s 6 8 10 12 14 16 18 s 6 8 10 12 14 16 18
X3 X4

Charts created by Francis J. Anscombe, 1973
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Confidence Intervals

29% (C| 7-650/0)
21% (C| 0-890/0)

Time Periods
Weighted Estimates NowCasts
(95% Confidence Interval) (95% Confidence Interval)

XFG us 57% (55-60%) 46%* (43-49%) 29% (7 — 65%)

R9 68% (63-73%) 65% (60-70%) Not available
NB.1.8.1 us 8%* (6-9%) 7%* (6-9%) 21% (0-89%)

R9 6% (4-10%) 9%* (7-13%) Not available
XFG.2.5.1 us 2%* (2-3%) 4%* (3-6%) 16% (8-28%)

R9 0%* (0-2%) 0%* (0-2%) Not available

* Estimate is less reliable based on one or more violations of NCHS data presentation standards for proportions

Source: COVID-19 Variant Prevalence as shown on the CDC Data Tracker on March 3, 2026;
excerpt of information shared in the California Resiliency Alliance’s Infectious Disease Brief that day.
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Assumptions Behind the Calculations

HayWired Scenario — Power Restoration: Overall in the Bay Area, by
the end of the first week 6% of households in the region remain without
power, though the numbers are not evenly distributed. By the end of the
first month less than 2% of households in the region will still be without
power. After three months, 0.1% of households will potentially still be
without power.

ailable, in percent
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Assumptions Behind the Calculations

HayWired Scenario — Power Restoration: Overall in the Bay Area, by
the end of the first week 6% of households in the region remain without
power, though the numbers are not evenly distributed. By the end of the
first month less than 2% of households in the region will still be without
power. After three months, 0.1% of households will potentially still be
without power.

In the Footnotes: Electric power restoration estimates from Hazus are
calculated at the census-tract level based on the tract’s total population
and each substation’s power outage probability. Power service
outages are assumed to be dependent on the functionality (or lack
thereof) of the region’s substations. ... The average for each county
Is established based on the outage percentages for each substation
relative to each substation’s service area.
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Misty Sources

Seeing when sources and information start disconnecting




Circular Information Loops

7,




“40% of Small Business
Fail Post Disaster”

"In general, said David Passey, a spokesman for the
Federal Emergency Management Agency, 40% of small
businesses severely affected by a natural disaster will not

})
reo pen . (Source: Tornado Leaves Quite a Paper Trail in Downtown Fort Worth, LA Times April 2000)

According to David the figure was already years old back then.
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“40% of Small Business
Fail Post Disaster”

“4 out of 10 firms never reopen
after losing their records in fire.”

Nation’s Business July 1948

slon is fairly new, It had its big
Jump in the years from 1935 to 1937,
according to a joint study made by
the American Management Asso-
clation and the Society of Industri- |
al Designers.

Since this was about the time |
the supermarkets in the food fleld
began to expand rapidly, there is/|
doubtiess a connection. !

It can be argued, certainly, that
when the packaged product must |
exert appeal without the honeyed |
words of a good sales clerk, the de- |
sign cannot be left to chance. For |
that matter, the new automoblle
must also get passing marks in a
glamour test

Both staff and consultant de-
signers are employed in trade and
Industry.

Consumer companies use mess
Of both, 54 per ss=s - e w POT
— — soaustrial concerns
according to the results of the as-
soclation survey.

Business expeciancy

LIFE expectancy governs insur-
ance and business life expectancy
some time may become an essen-
tial in credit-rating

The new censss fNigures will shed
more light on the subject but in
1939 the average lifctime of all re-
tall stores was 12 years. About one
half of the 1570355 stores had
been In business nine or more years
and one-quarter for at least 17
years.

General stores with food ap-
parently have the greatest longevi-
ty. The average was 21 years
Liquor stores had the shortest|
life, If a merrier one, with four
years.

Atomic occidents

WHAT could easily be the most
dangerous job in the world—work-
Ing in an atomic power plant—
has a remarkable safety record
William E. Hollis, safety engineer

YOUR Business Future?

A little pile
of ashes

a few charred
papers — all
that remains
of a bright

future.

Mosler Safec.

Ram Office: 129 FIfth Avesse
Few Yok LAY

at the Los Alamos Scientific Labo-
ratory In New Mexico, told an in- |

NATION'S BUSINESS for July, 1948 1"
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Artificial Intelligence

Thinking about the future implications
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False Narratives Synthetic Disconnected
& Deep Fakes Data Data

Iterative Change Noise
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“Information flows across
space and time in
unpredictable ways,

V”/;ﬁa | creating new structures
and forms as

Monika Stoeffl the situation requires.

Exe_cutiye Dirgqtor | \ ~ Reuben McDaniel, Jr.
California Resiliency Alliance Professor Emeritus

mstoeffl@CAresiliency.org
https://www.linkedin.com/in/monikastoeffl/
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